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		  Datasheet File OCR Text:


		  this is a summary document.  the complete document is  available under nda. for more  information, please contact  your local atmel sales office.  atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013 features ? secure authentication and product validation device ? high-speed public key algorithm (pki) crypto engine  fips186-3 elliptic curve digital signature algorithm (ecdsa) ? nist standard p256, b283, and k283 elliptic curve support ? superior sha-256 hash algorithm; hmac option ? integrated capability for both host and client operations ? best in class 256/283-bit key length, storage for up to 16 keys ? guaranteed unique 72-bit serial number ? internal high-quality fips random number generator (rng) ? 8.5kb eeprom memory for keys, certificates, and data ? 512 one time programmable (otp) bits for fixed information or  consumption logging ? multiple i/o options  high-speed single pin interface, with one gpio pin  1mhz standard i 2 c interface  ? integrated temperature sensor  uncalibrated accuracy, -40 ? c to +85 ? c (3 ? c) ? 2.0v ? 5.5v supply voltage range ? 1.8v ? 5.5v communications ?  atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013  2 figure 1. pin configurations pin name function nc no connect gnd ground sda serial data scl serial clock input v cc power supply nc nc nc gnd 1 2 3 4 8 7 6 5 8-lead soic v cc nc scl sda top view 8-pad udfn bottom view v cc nc scl sda nc nc nc gnd 1 2 3 4 8 7 6 5 3-lead contact 1 2 3 sda gnd v cc bottom view

  3 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013 1. introduction 1.1 applications the atmel ?  atecc108 is a member of the atmel cryptoauthentication ?  family of high-security hardware  authentication devices. it has a flexible command set that allows use for many applications, including the following: ? anti-counterfeiting ?  validates that a removable, replaceable, or consumable client is authentic.  examples of clients could be system accessories, electronic daughter cards, or other spare parts. it can also  be used to validate a software/firmware module or memory storage element. ? protection for firmware or media ?  validate code stored in flash memory at boot to prevent unauthorized  modifications, encrypt downloaded program files as a common broadcast, or uniquely encrypt code images  to be usable on a single system only. ? secure data storage ?  store secret keys for use by crypto accelerators in standard microprocessors.  atecc108 can also be used to store small quantities of data necessary for configuration, calibration, epurse  value, consumption data, or other secrets. programmable protection is available using  encrypted/authenticated reads and writes. ? user password checking ?  validates user entered passwords without letting the expected value become  known, map memorable passwords to random number, and securely exchange password values with  remote system. 1.2 device features atecc108 includes an eeprom array that can be used for storage of up to 16 keys, miscellaneous read/write,  read-only or secret data, consumption logging, and security configuration. access to the various sections of  memory can be restricted in a variety of ways and then the configuration locked to prevent changes.  atecc108 features a wide array of defensive mechanisms specifically designed to prevent physical attacks on the  device itself or logical attacks on the data transmitted between the device and the system. hardware restrictions on  the ways in which keys are used or generated provide further defense against certain styles of attack. access to the device is through a standard i 2 c interface at speeds up to 1mb/sec. it is compatible with standard  serial eeprom i 2 c interface specifications. the device also supports a single-wire interface that can reduce the  number of gpios required on the system processor and/or reduce the number of pins on connectors. additionally,  the device supports an alternative single-wire interface compatible with other single-wire devices. if either single- wire interface is enabled, the remaining pin is available for use as a gpio. contact atmel for more details. using either the i 2 c or single-wire interface, multiple atecc108 devices can share the same bus which saves  processor gpio usage in system with multiple clients such as different color ink tanks or multiple spare parts.  each atecc108 ships with a guaranteed unique 72-bit serial number. using the cryptographic protocols  supported by the device, a host system or remote server can verify a signature to prove that the serial number is  both authentic and not a copy. serial numbers are often stored in a standard serial eeprom but these can be  easily copied, and there is no way for the host to know if the serial number is authentic or if it's a clone. atecc108 can generate high-quality fips random numbers and employ them for any purpose, including usage  as part of the device?s crypto protocols. because each random number is guaranteed to be essentially unique from  all numbers ever generated on this or any other device, their inclusion in the protocol calculation ensures that  replay attacks (re-transmitting a previously successful transaction) always fails. system integration is eased with a wide supply voltage range (2.0v ? 5.5v) and an ultra-low sleep current of   atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013  4 1.3 cryptographic operation atecc108 implements a complete asymmetric (public/private) key cryptographic signature solution based on  elliptic curve cryptography and the ecdsa signature protocol. the device features hardware acceleration for the  nist standard p256, b283, and k283 binary curves and supports the complete key life cycle from high quality  private key generation, ecdsa signature generation and public key signature verification. the hardware  accelerator can implement these asymmetric cryptographic operations 10 to 1,000 times faster than software  running on standard microprocessors without the usual high risk of key exposure. the device is designed to be able to securely store multiple private keys along with their public keys and the  signature components of the corresponding certificates. the signature verification command can use any stored or  external ecc public key. public keys stored within the device can be configured to require validation via a  certificate chain to speed up future device authentication. random private key generation is supported internally within the device to ensure that the private key can never be  known outside the device. the public key corresponding to a stored private key is always returned when the key is  generated and may optionally be computed at a later time. atecc108 also supports a standard hash-based challenge response protocol to simplify programming. at its most  basic, the system sends a challenge to the device which combines that challenge with a secret key via the  mac   command from the system, and sends the response back to the system. the device uses a  sha-256 cryptographic hash algorithm for the combination such that an observer on the bus cannot derive the  value of the secret key, but the recipient can verify that the response is correct by performing the same calculation  with a stored copy of the secret. due to the flexible command set of the atecc108, these two basic operation sets (ecdsa signatures and sha- 256 challenge-response) can be expanded in many ways. using the  gendig  command, the values in other slots  can be included in the response digest or signature, which provides an effective way of proving that a data read  really did come from the device, as opposed to being inserted by a man-in-the-middle attacker. this same  command can be used to combine two keys with the challenge, which is useful when there are multiple layers of  authentication to be performed. the  derivekey  command implements a key rolling scheme. depending on the command mode parameter, the  resulting operation can be similar to that implemented in a remote-controlled garage door opener. each time the  key is used, the current value of the key is cryptographically combined with a value specific to that system, and the  result forms the key for the next cryptographic operation. even if an attacker gets the value of one key, with the  next use, that key will be gone forever. the  derivekey  command can also be used to generate new random keys that might be valid only for a particular  host id, for a particular time period, or for some other restricted environment. each generated key is different than  any other key ever generated on any device. by activating a host-client pair in the field in this manner, a clone of a  single client will not work on any other host. in a host-client configuration, where the host (for instance a mobile phone) needs to verify a client (for instance an  oem battery), there is a need to store the secret in the host in order to validate the response from the client. the  checkmac  command allows the device to securely store the secret in the host system and hides the correct  response value from the pins, returning only a  yes  or  no  answer to the system. where a user entered password is required, the  checkmac  command also provides a way to both verify the  password without exposing it on the communications bus, as well as, mapping the password into a stored value  that can have a much higher entropy. finally, the hash combination of a challenge and secret key can be kept on the device and xor?d with the contents  of a slot to implement an encrypted  read  command, or it can be xor?d with encrypted input data to implement an  encrypted  write  command. all hashing functions are implemented using the industry-standard sha-256 secure hash algorithm, which is part  of the latest set of high-security cryptographic algorithms recommended by various governments and  cryptographic experts. if desired, the sha-256 algorithm can also be included in a hmac sequence. atecc108  employs full-sized 256 bit secret keys to prevent any kind of exhaustive attack.

  5 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013 2. electrical characteristics 2.1 absolute maximum ratings* 2.2 reliability  atecc108 is fabricated with the high reliability of the atmel cmos eeprom manufacturing technology. table 2-1. eeprom reliability operating temperature . . . . . . . . . . . . . -40 ? c to 85 ? c storage temperature  . . . . . . . . . . . . . -65 ? c to 150 ? c maximum operating voltage . . . . . . . . . . . . . . . .  6.0v dc output current. . . . . . . . . . . . . . . . . . . . . . . 5.0ma voltage on any pin. . . . . . . . . . .  -0.5v to (v cc  + 0.5v) *notice: stresses beyond those listed under ?absolute  maximum ratings? may cause permanent damage  to the device. this is a stress rating only and  functional operation of the device at these or any  other condition beyond those indicated in the  operational sections of this specification is not  implied. exposure to absolute maximum rating  conditions for extended periods may affect device  reliability.  parameter min typical max units write endurance (each byte) 100,000 write cycles data retention (at 55 ? c) 10 years data retention (at 35 ? c) 30 50 years read endurance unlimited read cycles

 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013  6 3. ordering information notes: 1. b = bulk 2. t = tape and reel ? soic = 4k per reel ? udfn and contact = 5k per reel 3. please contact atmel for availability. ordering code package interface configuration atecc108-sshcz-t soic, tape and reel (2) single-wire atecc108-sshcz-b soic, bulk in tubes (1) single-wire atecc108-sshda-t soic, tape and reel (2) i 2 c atecc108-sshda-b soic, bulk in tubes (1) i 2 c atecc108-mahcz-t udfn, tape and reel (2) single-wire atecc108-mahda-t udfn, tape and reel (2) i 2 c atecc108-rbhcz-t (3) 3-lead contact, tape and reel (2) single-wire 8s1 8-lead 0.150? wide, plastic gull wing small outline (jedec soic) 8ma2 8-pad, 2.0mm x 3.0mm x 0.6mm body, thermally enhanced plastic ultra thin dual flat no lead (udfn) 3rb 3-lead 2.5mm x 6.5mm body, 2.0mm pitch, contact (sawn)

  7 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013 4. package drawings 4.1 8s1 ? 8-lead soic drawing no. rev.   title gpc common dimensions (unit of measure = mm) symbol min nom max note  a1  0.10  ?  0.25       a  1.35  ?  1.75  b 0.31 ? 0.51  c  0.17  ?  0.25   d  4.80  ?  5.05   e1  3.81  ?  3.99     e  5.79  ?  6.20  e    1.27 bsc  l 0.40 ? 1.27    ? ?  0  ?  8 ? e 1 n top view c e1 end view a b l a1 e d side view package drawing contact: packagedrawings@atmel.com 8s1 g 6/22/11 notes:   this drawing is for general information only.   refer to jedec drawing ms-012, variation aa   for proper dimensions, tolerances, datums, etc. 8s1, 8-lead (0.150? wide body), plastic gull wing  small outline (jedec soic) swb

 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013  8 4.2 8ma2 ? 8-pad udfn title drawing no.  gpc rev. package drawing contact: packagedrawings@atmel.com 8ma2 ynz c 8ma2, 8-pad, 2 x 3 x 0.6 mm body,  thermally  enhanced plastic ultra thin dual flat no  lead package (udfn)  common dimensions (unit of measure = mm) symbol min nom max note  d  1.90  2.00  2.10   e  2.90  3.00  3.10  d2  1.40  1.50  1.60   e2   1.20  1.30  1.40   a  0.50  0.55  0.60   a1  0.0  0.02  0.05   a2  ?   ?  0.55   c    0.152 ref  l  0.30  0.35  0.40   e    0.50 bsc   b  0.18  0.25  0.30  3  k  0.20  ? ? 9/6/12 d2 e2 e e (6x) l (8x) b (8x) pin#1 id a a1 a2 pin 1 id d c k 8 7 6 5 1 2 3 4 1 2 3 4 8 7 6 5

  9 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013 4.3 3rb ? 3-lead contact drawing no. rev.   title gpc common dimensions (unit of measure = mm) symbol min nom max note  d  2.40  2.50  2.60   e  6.40  6.50  6.60   a  0.45  0.50  0.55  a1  0.0  -  0.05     e  1.60  1.70  1.80   b    2.00 bsc       l  2.10  2.20  2.30    f  0.30  0.40  0.50  g  0.05  0.15  0.25         3rb a 12/16/11 3rb, 3-lead 2.5x6.5mm body, 2.0 mm pitch, contact package.  (sawn) rhb top view t o p   v i e w side view s i d e   v i e w bottom view b o t t o m   v i e w e (3x) d e pin 1 pin 1 f g 0.30 ref 0.30 ref l (3x) b a a1 f 0.10 c d 0.08 c b a c package drawing contact: packagedrawings@atmel.com

 atecc108 [summary datasheet] atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013  10 5. revision history functionzz_summary notes doc. rev. date comments 8873bs 10/2013 update udfn and contact ordering codes? note references. 8873as 06/2013 initial summary document release.

 x x x x x x atmel corporation 1600 technology drive, san jose, ca 95110 usa t:  (+1)(408) 441.0311 f:  (+1)(408) 436.4200 | www.atmel.com ? 2013 atmel corporation. all rights reserved.  /  rev.: atmel-8873bs-cryptoauth-atecc108-datasheet-summary_102013. atmel ? , atmel logo and combinations thereof, enabling unlimited possibilities ? , cryptoauthentication?, and others are registered trademarks or trademarks of atmel  corporation or its subsidiaries. other terms and product names may be trademarks of others. disclaimer: the information in this document is provided in connection with atmel products. no license, express or implied, by  estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of atmel products. except as set forth in the atmel terms and condit ions of sales located on the atmel website, atmel assumes no liability whatsoever and disclaims any express, implied or statutory warranty relating to its p roducts including, but not limited to, the implied warranty of merchantability, fitness for a particular purpose, or non-infringement.  in no event shall atmel be liable for any direct, indirect, consequential, punitive, special or incidental damages (including, without limi tation, damages for loss and profits, business interruption, or loss of information) arising out of the use or inability to use this document,  even if atmel has been advised of the possibility of such damages. atmel makes no representations or warranties with respect to the accuracy or c ompleteness of the contents of this document and reserves the right to make changes to specifications and products descriptions at any time without notice. atmel d oes not make any commitment to update the information contained herein. unless specifically provided otherwise, atmel products are not suitable for, and shall not be used in, automo tive applications. atmel products are not intended, authorized, or warranted for use as components in applications intended to support or sustain life.  safety-critical, military, and automotive applications disclaimer: atmel products are not designed for and will not be used in  connection with any applications where the failure of such products would reasonably be expected to result in significant personal injury or death (?safety-critical a pplications?) without an atmel officer's specific written consent. safety-critical applications include, without limitation, life support devices and systems, equipment or systems for t he operation of nuclear facilities and weapons systems. atmel products are not designed nor intended for use in military or aerospace applications or environments unless specifically  designated by atmel as military-grade. atmel products are not designed nor intended for use in automotive applications unless specifically designated by atmel as automotive-grade.
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